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Your expert panel of today

Lars Veelaert
Former hacker

& CEO at XFA

Stef Vermeulen
Cyber insurance expert

& GM at CyberContract

Gijs Van Laer
Former DPG Media CISO

& CTO at XFA
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Agenda of the day

1. How real is the risk?
● Cyber aack impact -> real life cases Stef
● Easy to be hacked! -> live hacking demo Lars

2. Modern cybersecurity strategy
● Helpful framework & essential measures Gijs

3. What to do when hacked? 
● Preventive & reactive action plan Stef

WRAP-UP and 2 exclusive oers
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Stef Vermeulen
Cyber insurance expert
& GM at CyberContract
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How real is the risk
Topic
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Undeniable facts
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Undeniable Fact: Change is the only constant

The times we live in today 
continuously impose 
dierent challenges 

tomorrow
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Undeniable fact: 100% safe does not exist

If you did not start working on 
your digital safety today, 

when will you?
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Todays reality
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Reality today: Our lives depend on software

- The chance you do not use software is ZERO
- Personal & Professional

- Working with software implies risk
- Do you know the SBOM?

- Risk is not always in your hands

- About your competitors:
Outbeating competition 
requires being 
unique

Being unique
requires 
innovation

Innovation 
requires 
software
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Reality today: Cybersecurity is very broad & technical

- Ordering shoes requires just a 
few clicks

- The internet traic, the route 
taken, the physical, the functional 
points touched, the supply chain of 
the shoe shop… 

- An incomprehensible gigantic 
amount of possible weak points 
with each their open digital doors

- Broad, hard to understand topic
- Both functional and technical

- House with doors and windows
- Digital world with digital doors 

and digital windows
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Reality today: Humans as the weakest link

- It won’t happen to us
- Money is to be sought at large 

corporations
- We use a password, so we are 

safe
- We fully rely on our IT partner, 

Cloud software… they know what 
they are doing

- What direct value do I 
have/feel/experience from 
installing an update?

- Device is oine for a couple of 
minutes, maybe new UI, maybe 
issues…

- MFA? Password Manager?
- Ppppp…
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Reality today: Welcoming cybercriminals on a red carpet

- Cybercrime is on a global 
industrial uncontrollable 
scale, whilst business owners 
do not lose their sleep over it

- WormGPT, FraudGPT, BADGPT, 
Ransomware as a Service

- IoT devices with open doors
- When things go wrong, all of a 

sudden there is budget, if not 
bankrupt
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Myth Busting
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Myth: Cybersecurity costs nothing but money

- CyberSecurity is a pure cost with no benefits!

- Calculate Return On Investment
- You cannot prioritize what you can’t measure

- Identify your business critical processes
- Calculate the interruption/total absence of those processes
- What eort/cost is needed to protect those processes

- Cybersecurity has an “under the hood” kind of ROI
- Monitor aempted hacks

- False alerts - what if they were critical?
- Critical alerts - avg timeframe of 277 days needed to identify and contain a data breach

- Overcome Ransomware
- Average of 4-6 months of total monthly salary cost
- 38% of the expenses come from customer churn, downtime and new business acquisition cost

- 100% safe does not exist
- When “shit hits the fan” you want to be helped
- The cost of a Cybersecurity strategy is a fraction from an incident cost
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Myth: Cyberinsurance is nothing but expensive

- Cyberinsurance is something my company cannot aord, it’s expensive

- You do not get into your car thinking: I am gonna drive really insecure now
- You buy a safe car, you drive around seatbelts fastened, in a way to avoid accidents
- Same applies to cybersecurity, but the correct mindset is not applied

- 100% secure does not exist
- Why do you have car, fire, life… insurance?
- Times have changed, need for a dierent mindset

- When things go wrong
- You want to be helped, 1st moments are crucial
- Hotline, IT Forensic services, Legal Services

- How to secure your business continuity?
- By insuring the risk
- For a lot of company owners, 

their car is beer insured than their business continuity
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Real life examples
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Real life cases: business continuity with CyberContract

- The broker
- Mail with request for quotation
- Word aachment for clarification
- Open start cryptolocker unseen
- After 1 week everything infected
- Then everything blocked

- Cost breakdown
- Forensic service: € 2,000
- Recovery eorts: € 25,000
- Seing up new environment: € 

15,000
- Reconstruction of data: € 60,000
- Loss of profit: € 34,000

- Total cost: € 136,000
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Real life cases: business continuity with CyberContract
HOTLINE
Broker calls hotline
IT forensic services on site
Policy pays costs

RECONSTITUTION
IT partner work on data recovery 
Policy pays costs

PROFIT LOSS
The time the broker was inactive
Policy covers loss of profits

LEGAL EXPERTISE
Legal help to recover 
Policy pays costs
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Real life cases: business continuity with CyberContract

- THE PRODUCTION COMPANY
- Mail from trusted contact at supplier
- Outstanding invoice, change of 

account number
- Transferred, money has disappeared
- Inbreak on mailserver
- Hackers were reading for 4 months

- COST BREAKDOWN
- Forensic services: € 2.300
- Seing up new environment: € 900
- Cybertheft: € 139.700

- TOTAL COST: € 140.900
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Real life cases: business continuity with CyberContract
HOTLINE
Conduct IT Forensic investigation
Compile report on burglary
Policy pays costs

SANITIZING SYSTEMS
Verify all accounts & systems
Set up MFA
Policy pays costs

CYBERTHEFT
Intrusive theft
Policy pays costs
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Real life cases: business continuity with CyberContract

- THE CONSULTANCY FIRM
- All IT services at IT partner
- Citrix environment
- Friday night print out of all 

printers at all branches
- All systems down
- Ransom demand

- COST BREAKDOWN
- Forensic Services: €3.000
- IT Partner: €25.000
- Legal Services: €5.000

- TOTAL COST: €33.000
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Real life cases: business continuity with CyberContract

HOTLINE
CEO calls hotline, Friday night
IT Forensic investigation
Policy pays costs

LEGAL HELP
Help to get uncooperative IT Partner to move 
Policy pays costs

IT PARTNER
Build up from scratch
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Real life cases: business continuity with CyberContract

- THE WHOLESALER
- Employee finds USB flash drive
- In PC to see who it belongs to
- Virus, hackers place orders 

themselves
- COST BREAKDOWN

- Forensic investigation: € 5.000
- Cleaning up systems: € 2.900
- Theft of goods: € 14.000

- TOTAL COST: € 21.900
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Real life cases: business continuity with CyberContract

HOTLINE
Employee calls hotline
IT Expert arrives on site
Policy pays costs

LEGAL HELP
Define which legal steps to take
Policy pays costs

CYBER THEFT
Policy pays the costs of the cybertheft
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The hacker’s point of view

Lars Veelaert
Former hacker
& CEO at XFA

Disclaimer:

+
all information and techniques shown  are shared for educational purposes. 
Do not aempt to recreate.

Topic

5 common cyber aacks explained 
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Cyber Aack #1 
Password Databases & Phishing  

+
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Stolen Data is sold on dark-net forums 

+
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Try it yourself: hps://haveibeenpwned.com

+
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Cyber aack #1 - 
Password Databases & Phishing

What is it?
- Your password has been leaked (phishing, stolen or guessed)
- It is made available in online databases
- (maybe) you reuse it for multiple accounts

Things you should know
- HaveIBeenPwnd.com
- 100 Billion passwords are leaked online (~ 19 passwords per person on 

internet)
- Cost to the hacker: Laptop + 50 EUR (price of database on black market)

How to prevent
- Use Multi-factor-authentication
- Use dierent passwords
- Use a password manager to prevent phishing / usage of unique passwords
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Cyber Aack #2 
RCE / Ransomware

+
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What is it?
- Executing arbitrary code remotely using an exposed software vulnerability in a system
- Used to fully compromise a target (e.g. ransomware, corporate espionage, …)
- Aack vector based on specific vulnerability (e.g. email, SMS, network, …)

Things you should know
- Demo: ‘EternalBlue’-exploit used in the worldwide ‘WannaCry’-ransomware aack (2017)
- Exploits almost always rely on known vulnerabilities, that have been fixed
- Patch available > Exploit ‘in the wild’ takes about 2-4 weeks.
- Vulnerabilities are found every day: hps://www.cvedetails.com/

How to prevent
- Update all your software quickly (OS, browser, PDF-reader, email-client, …)
- Take ‘years of updates’ into account when buying new hardware

Cyber aack #2 - 
RCE / Ransomware
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Cyber Aack #3 
Rubber Ducky & BadUSB

Recently in the news

+
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“If it quacks like a keyboard, it’s a keyboard”

$7 (shipping included)$50 (gov. tracking included)

Tools used to inject keystrokes
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Cyber aack #3 - 
Rubber Ducky & BadUSB

What is it?
- Using the trust of everyday USB devices to bypass controls

e.g. type out a full virus through your keyboard

Things you should know
- Trained humans type 40 words / minute
- Rubber ducky types over 1000 words / minute
- The average payload takes 50 words ~ 3 seconds
- Cost to the hacker: Laptop + ~7 EUR per device

How to prevent
- Don’t plug in random USB devices
- Lock your device when walking away (everywhere)
- Modern OS’es will ask confirmation
- Play the “Koiekoeken”-game at work
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Cyber Aack #4 
Man In The Middle 

+
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Cyber aack #4 - 
Man In The Middle

What is it?
- … listening for unencrypted traic
- … exploiting sensitive information (credentials, financial information, …)
- … injecting extra phishing / malware

Things you should know
- HTTPS / TLS is enough, you don’t need a VPN (and it’s hard to do well)
- HIn.be is not Hln.be
- Cost to the hacker: Laptop + 150 EUR

How to prevent
- Use up-to-date modern Browser
- Use up-to-date operating System
- Watch your domain name & warnings
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Cyber Aack #5 
Data Scraping

+
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The typical laptop averages 6 screws to SSD / HD

How to break into an unencrypted laptop
No your password won’t protect you
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Cyber aack #5 - 
Disk Scraping

What is it?
- Extracting data from the device (unencrypted) hard drive using various methods
- Method 1: Take the disk out, mount with a USB adapter
- Method 2: Replace (unsigned) authentication code of OS

Things you should know
- Your OS password does not protect your data
- A stolen sensitive (unencrypted) laptop is considered a data leak (GDPR/HIPAA)

How to prevent
- Enable your built-in device encryption (this does NOT impact performance)

macOS: System Seings > Privacy & Security > Filevault
Windows: Seings > Privacy & Security > Device Encryption
Linux: Configure LUKS
iOS & Android: Have a pincode set > (enables automatically)
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Key Takeaways

+
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A hacker’s point of view
Key takeaways

- Use password manager
- Keep your browser up-to-date

- Keep your OS up-to-date

- Lock your device

- Encrypt your device

> resolves most of your risk
of the devices used for work 
are unknown / unsafe

+40%

Security incidents
are related to devices

33%
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Gijs Van Laer
Former DPG Media CISO

& CTO at XFA
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Strategic framework
Topic
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Where companies used to start 
with Cybersecurity
Companies thought their 
network was a castle…

…but over the years it became 
more like a soap bubble
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Connecting remotely, with any device
Classic approach: connecting remotely into a trusted network
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Embrace the new reality
Modern approach: login into the cloud (SaaS applications)
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Do not trust the network
And build around what you control

SMEs should start with 
4 first pillars

Six Pillars of a Zero Trust Security Model

Not focus of this webinar, these 
become important when first pillars 
are covered
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Cybersecurity framework - building blocks
Pillar: Users
Objectives:
● Secure authentication

Tools:
● Identity provider (if possible move to 

single-sign-on)
● Multi-factor authentication
● Password Manager
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Cybersecurity framework - building blocks
Pillar: Devices
Objectives:
● Up to date devices
● Up to date browsers
● Disk encryption
● Backups

Tools:
● Enforced checks on endpoints
● Device management
● Keep data in the cloud
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Cybersecurity framework - building blocks
Pillar: Network

Objectives:
● All network traffic encrypted

Tools:
● HTTPS Everywhere
● DNS-over-HTTPS
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Cybersecurity framework - building blocks
Pillar: Applications
Objectives:
● Isolation between applications
● Secure vendors - secure versions of applications

Tools:
● Default isolation with SaaS applications
● Review your vendor (security and privacy efforts, maybe certification, e.g. 

ISO27001, SOC2,...)
● Keep used software up to date
● If you build software yourself:

● Secure Development Lifecycle
● Use OWASP as the best resource for secure development
● Keep used libraries up to date



+

About XFA - true optimal device security
With XFA, only safe devices can access your business applications

+

● Performing essential security checks during login
● Enforcing your security policy
● Full coverage, light & privacy respecting -> also 

possible with BYOD, freelancers, …
● Simplifying device compliance (ISO27001, SOC2, ..) 
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Stef Vermeulen
Cyber insurance expert
& GM at CyberContract
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Prevention before 
the rescue

Topic
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- What good is a closed front door when the side door is still open?
- Your company is as safe as your best employee is having a bad day
- Mindset!

Modern CyberSecurity: The combination of actions
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Modern Cybersecurity?
- What is the consequence of stepping into

an insured car without brakes?
- Do you get into your car thinking 

“today I am going to drive very unsafe”?

- Modern cybersecurity requires a 
Proactive & Reactive approach

- You buy a safe car, you drive safely, dierent actions to arrive safely
- But when the car breaks down, you have an accident… you want to be helped

- Applying Modern Cyber Security results in being 
Cyber Resilient

- Prevention before the rescue
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EXPERTISE
Following the 5 pillars of the NIST 

framework, we provide selected 
partners with their specific expertise 

in each of the pillars

ACTION PLAN
Audits on technical level (AD, 

Network, infrastructure, remote 
access, IoT, pentesting…) as well 

as on a functional level (Legal, 
policies, procedures, playbooks…)

DIGITAL FOOTPRINT
Free external scan to 
visualise how hackers look at 
your company (Ceeyu.io)
Free internal scan to detect 
unsafe  endpoints (xfa.tech)

PREVENTION
Advise on easy actions you should 
take today, awareness, safety culture, 
knowledge sharing....

SECURITY COACH
Guidance, consulting, 

right hand man, 
Coaching as a 

Service

Modern CyberSecurity: PROACTIVE

http://ceeyu.io
https://xfa.tech/
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Modern CyberSecurity: REACTIVE

● 100% safe does not exist
○ Insure the rest-risk

● Our policy is primarily solution 
oriented

○ Incident Management
■ 24/7 Hotline
■ IT Forensic Services
■ Legal Services

○ Recovery
■ Financial
■ Liability & Claims
■ Reputation
■ …

Own damage 
and costs

Forensic services, 
reconstitution of 

data,restoration of reputation, 
adm. Fines, notifications,

boardmembers

Cyber crime
Extortion, ransom, 

cybertheft, hacking 
phone system

Liability
Data liability, network 
security, multimedia 

liability

Profit loss
System failure, 
security failure, 

network interruption, 
business interruption

Legal 
Assistance 

as option
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Wrap-up

+
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What about some help… 
and  2 exclusive oers

Ready to optimize your cybersecurity? 
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Let’s help you optimize your cybersecurity  

You will find out:
- Listing of ALL devices used for work 
   (incl. computers, smartphones, tablets, chromebooks)
- Identification of all unsafe devices
- Key security checks that are missing

For anyone aending this webinar.
You will get actionable insight in all the open 
digital doors and windows
(performed by Ceeyu.io)

Free devices diagnose 
via XFA 3 months FREE 

Free External diagnose 

For the best LinkedIn post about this webinar.
Our CyberSecurity Coach 
guiding you from cybersecurity 
to cyber resilience.

+ 2 Hours Free Consulting

Send mail to info@xfa.tech
Mention reference: MODERN CYBERSECURITY

http://ceeyu.io
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Thank
you

+


